accessnow %@t@ﬁi?ﬁm% PIC s
@ M O @ T own BN V7

rights NJC
[ A O= M ==

spam BULDARIAM Digitalis
WELSINK

COMMITTEE

b e oL
e LIBERTIES PANOPTYKON
T,:{f;k\ e é % ok 03 €u FOUNDATION

26 April 2021
Dear Members of the European Parliament,

On 17 March 2021, the European Commission presented a proposal for a Regulation on a Digital
Green Certificate to facilitate free movement in the EU - 2021/0068 (COD) and an accompanying
proposal on third country nationals legally staying or residing in the EU (2021/0071 (COD). During
the plenary debate on 24 March 2021, a large majority of MEPs supported an urgency procedure for a
rapid creation of the Digital Green Certificate (Covid Pass), which establishes a common framework
for the issuance, verification and acceptance of interoperable certificates on COVID-19 vaccination,
testing and recovery.

'The undersigned organisations warn the European Parliament against hastily accepting these pro-
posals and urge the Members of the European Parliament to address the concerns described below.

While the undersigned agree that lifting the measures restricting free movement on grounds of public
health in the context of the pandemic in a coordinated manner is desirable, we are concerned about the
scientific uncertainties pertaining to the duration and type of immunity of vaccinated and recovered
persons. While the regulation allows for the possibility to ask the Health Security Committee to issue
scientific guidance to inform the further use of the certificates, we do not see any guarantees built into
the regulations ensuring that certificates will be used only in line with said scientific guidance.

'The undersigned organisations are alarmed about the lack of protection for personal data in the
Commission’s proposal. The verification of the authenticity and validity of Digital Green Certificates
currently contains no safeguards against surveillance by the issuing authority (online verification).
'The regulations have to clarify that only an offline verification via a public key infrastructure adheres
to the principles of privacy by design. When a certificate is verified, the issuer shall not obtain knowl-
edge about the verification process or its circumstances. If the regulation is not amended, the EU risks
exporting a very low privacy standard to the rest of the world.



Similarly, the regulation should do the utmost to reduce the data protection risk that will emerge once
Member States extend the application of the Digital Green Certificate for other purposes. Several
countries have already announced that they will use it for regulating entry to places of business and
worship, sports venues and similar gatherings. Therefore, uncertainty with regards to the architecture
allows for the surveillance of the verification system, which risks creating extensive data records about
the movement of people, their religious afhiliations and private life. Furthermore, the recitals should
clarify that any further use-cases of this system are either prohibited or need to be provided for
by national law, which in turn has to be based on a data protection impact assessment. Finally, the
recitals should stipulate the obligation of Member States to lay down prohibitions to retain or further
process data from the verification process, similar to the provisions of Article 9(2). Without such
safeguards the trust in the whole system can easily be undermined by very few bad actors.

In addition, while we appreciate that the Commission wants to avoid discrimination and is of the firm
opinion that vaccination cannot be a precondition of free movement, in our understanding the propos-
als lack the appropriate guarantees ensuring the non-discriminative and inclusive use of certificates.

First, even if the certificate is not a “vaccination pass” and the Commission foresees that test results
will also be accepted by the competent authorities, a simple acceptance of said results is insufficient
in ensuring that the certificate will not lead to a two-tier society with the vaccinated enjoying their
full set of rights, while the non-vaccinated face undue hindrances in enjoying similar rights. This is
ensured only if Member States make testing easily accessible (both geographically and financially)
for those who are not inoculated.

Second, according to the proposals, certificates will be issued to “Union citizens and their family mem-
bers” and people legally residing in the EU. If certificates become (legally or practically) a condition
for travelling or for having access to services, people with no residence status such as undocumented
migrants will face undue problems in trying to partake in social life. Certificates need to be issued
(upon request) to everyone residing in the Union.

'Third, according to the proposal 2021/0068 (COD), Member States may issue the “certificates mak-
ing up the Digital Green Certificate in a digital or paper-based format, or both”. The digital format
is meant to be displayed and stored on mobile devices. However, Member States issuing only dig-
ital certificates may exacerbate inequalities and social exclusion. Thus, Member States should be
required to issue the certificates in both formats automatically, or, if they wish to issue the certificate
in digital format only, to ensure that all have the necessary device needed to store and display them.

'The undersigned are also concerned about the unlimited nature of the proposed certificates. On paper,
the proposals intend to facilitate “the exercise of the right to free movement within the Union during
the COVID-19 pandemic” and not to introduce an identification or travel document that citizens will
have to keep with them for the rest of their lives. The Digital Green Certificate, however, will never
be revoked. It will simply be suspended, once and to the extent there is no “public health emergency of
international concern”. We believe, however, that a clear set of conditions, focusing on the European



situation, needs to be set out for discontinuing the use of certifications. A need for attesting our health
status when moving inside Europe cannot become a normal part of life.

To reiterate, the proposals raise a number of concerns regarding compliance with the Charter of
Fundamental Rights of the European Union and regarding its accordance with the European Union’s
tundamental values. We call on the European Parliament to address the above-described concerns
with appropriate amendments and ensure that both regulations are in line with the values the Union
is based on.

Yours sincerely,
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