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I. Introduction

On 19 November, the Commission revealed 
the Digital Omnibus package. This package is 
only one in a series of omnibus bills that com-
prise the Commission’s deregulatory agenda. 
The new College of Commissioners argues that 
reducing barriers for businesses will help them 
grow in a market defined by comparatively 
less regulation. The narrative of the Commis-
sion is about “cutting red tape” and “reducing 
bureaucracy”, which are appealing concepts. 
However, this narrative does not explain how 
fundamental rights will be protected and how 
we plan to ensure there is legal certainty if we 
dismantle recent, first-of-their-kind laws, and 
if, on top of that, we simply stop enforcing the 
laws the Commission adopted only a few years 
ago. In short, where the deregulation rolls 
back on fundamental rights, workers’ rights, 
or environmental protections, there is only one 
winner: the business sector. 

It was revealing that during the presentation 
of the digital omnibus, the Commissioner for 
democracy, justice, the rule of law and con-
sumer protection, Michael McGrath, only 
referred to the feedback from European busi-
nesses demanding these changes. Civil socie-
ty’s input appears to have been ignored in the 
preparation of this Digital Omnibus. 

1	� Digital Omnibus on AI Regulation Proposal,  https://digital-strategy.ec.europa.eu/en/library/digital-omni-
bus-ai-regulation-proposal 

2	� Digital Omnibus Regulation Proposal,  https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regula-
tion-proposal 

3	 �https://www.liberties.eu/f/uyqoif 

The Digital Omnibus proposes a significant 
retrenchment of key safeguards that have 
underpinned recent advances in the pro-
tection of fundamental rights in the digital 
environment, including those established by 
the GDPR and the AI Act. These rollbacks 
appear to reflect concessions made in response 
to pressure from major technology companies, 
national business sectors, and broader geopo-
litical considerations. 

In our position papers, we discuss the major 
shifts in both the Digital Omnibus on AI 
Regulation Proposal1 (which addresses the 
AI Act) and the Digital Omnibus Regulation 
Proposal2 (which proposes modifications to the 
GDPR, ePrivacy, and other pieces of legisla-
tion that address data protection and privacy). 
This paper relates to changes in the GDPR. 
For the changes to the AI Act, see our parallel 
position paper.3

II. Changes to the 
definition of personal 
data

The Commission has initiated an Omnibus 
process on the GDPR that significantly alters 
several of its core pillars. Notably, the draft 
proposal introduces a revised definition of 

https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-ai-regulation-proposal
https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-ai-regulation-proposal
https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regulation-proposal
https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-regulation-proposal
https://www.liberties.eu/f/uyqoif
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personal data in Article 4. Under the current 
framework, personal data encompasses any 
information that enables the identification of 
an individual. The Commission’s proposed 
amendment would add a subjective element by 
assessing whether a person can be “reasonably” 
identified. This shift from an objective criterion 
to a context-dependent standard is a substan-
tial departure from the existing legal interpre-
tation and may have far-reaching implications 
for data protection practices.

Under the proposed approach, information 
may fall outside the scope of the GDPR if 
the company or public authority holding it 
asserts that it cannot re-identify the individ-
ual concerned, even if re-identification would 
be feasible for other actors. In practice, this 
means that data associated with indirect iden-
tifiers, such as pseudonyms, could cease to 
qualify as personal data and would no longer 
benefit from GDPR protections. Such a shift 
would substantially broaden the category of 
data considered non-personal, thereby creating 
significant regulatory gaps. This development 
would primarily advantage entities seeking to 
leverage personal information without being 
subject to EU data protection obligations.

Liberties is of the opinion that the proposed 
reform constitutes a direct challenge to the 
foundational principles of the GDPR. The 
revised definition of personal data is in conflict 
with Article 8 of the EU Charter of Funda-
mental Rights and the case law of the Court 
of Justice of the European Union (CJEU). 
The conflict between the Regulation and the 
Charter could lead to annulment of the law 
at the CJEU. 

The new definition of personal data could have 
tangible negative effects for individuals. Data 
controllers could potentially deny the ability to 
re-identify data subjects, due to limited capac-
ity, technical expertise or a strategic interest in 
treating personal data as non-personal. As a 
consequence, the burden of proof would shift 
to individuals, who would need to demonstrate 
that their data meets the threshold of personal 
data in order to invoke GDPR safeguards. This 
development would further exacerbate the 
existing power asymmetry between data con-
trollers and data subjects. With this change, the 
burden of proof is inverted, requiring people to 
prove that their personal data is personal data.  
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Current text New text with changes in bold and deletions 
in strikethrough

Article 4

Definitions

(1)  ‘personal data’ means any information 
relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural 
person is one who can be identified, directly 
or indirectly, in particular by reference to an 
identifier such as a name, an identification 
number, location data, an online identifier or 
to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cul-
tural or social identity of that natural person;

Article 4

Definitions

(1) ‘personal data’ means any information 
relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural 
person is one who can be identified, directly 
or indirectly, in particular by reference to an 
identifier such as a name, an identification 
number, location data, an online identifier or 
to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cul-
tural or social identity of that natural person; 
Information relating to a natural person is 
not necessarily personal data for every other 
person or entity, merely because another 
entity can identify that natural person. 
Information shall not be personal for a given 
entity where that entity cannot identify the 
natural person to whom the information 
relates, taking into account the means rea-
sonably likely to be used by that entity. Such 
information does not become personal for 
that entity merely because a potential subse-
quent recipient has means reasonably likely 
to be used to identify the natural person to 
whom the information relates.
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III. Personal data as an 
asset for AI
The Digital Omnibus has some of the most 
explicit goals to facilitate the use of personal 
data for AI applications. Large language mod-
els, AI applications such as ChatGPT, Deep-
seek, Gemini and any other that may come 
in the future will be able to exploit personal 
data under the already flexible term “legitimate 
interest” in Articles 9(2)(k) and 88c) that allows 
processing personal data, which becomes an 
even broader term.

Under the suggested changes, what used to be 
an exception for low-risk situations (e.g., the 
local sports club of which you are a member has 
a legitimate interest to use your personal data 
to send you direct marketing with new offers 
from the club) will allow  AI companies to use 
our personal data (including intimate photos, 
private documents or chat history) without our 
permission. This subtle but powerful change 
will empower AI companies to expand their 
use of personal information without needing 
to ask people for permission.

The new text  says (highlight is our own) that 
“such processing may be pursued for legiti-
mate interests within the meaning of Article 
6(1)(f) of Regulation (EU) 2016/679, where 
appropriate, except where other Union or 
national laws explicitly require consent, and 
where such interests are overridden by the 
interests, or fundamental rights and freedoms 
of the data subject which require protection 
of personal data, in particular where the data 
subject is a child.” It is unclear whether the 
reference to Union or national laws requiring 

consent will provide any additional protection 
for people. Guidance from the Commission and 
the European Data Protection Board (EDPB) 
might be needed, as otherwise this expansion 
of legitimate interest could be a blank check for 
AI companies to do as they please with per-
sonal data without asking for permission.

The interactions between AI and GDPR con-
tinue in the new paragraph 5 of Article 9, which 
addresses special categories of data used in AI 
systems. If the company in charge of those sys-
tems “failed” to prevent sensitive data in their 
systems (including sexual orientation, political 
views, trade union affiliation), the company 
may deny the removal of that data if it “requires 
disproportionate effort”. It will only be obliged 
to prevent that data from being used to produce 
content or being disclosed in any way. 

Even though preventing the re-use of sensitive 
data to produce output can reduce the dissem-
ination and re-use of very intimate personal 
information, we are concerned that, with the 
fact that that information was taken in the first 
place and that the company may simply allege 
that removing that data will take “dispropor-
tionate efforts”, this will allow them to keep 
using that information. 

All of this is even more concerning, given the 
parallel deregulation of the AI Act covered 
in our separate paper. The delay in enforcing 
high-risk applications and the rollback of 
transparency requirements in the AI Act will 
allow even more of this personal information 
(now transformed overnight into “non-per-
sonal data”) to put people at even greater risk 
for longer. 
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Current text New text with changes in bold and deletions 
in strikethrough

Article 9

Processing of special categories of 
personal data

Article 9

Processing of special categories of 
personal data

New text added:

(k) processing in the context of the devel-
opment and operation of an AIsystem as 
defined in Article 3, point (1), of Regulation 
(EU) 2024/1689 or an AI model, subject to 
the conditions referred to in paragraph 5.

(l) processing of biometric data is necessary 
for the purpose of confirming the identity of a 
data subject (verification), where the biometric 
data or the means needed for the verification 
is under the sole control of the data subject.

5. For processing referred to in point (k) of 
paragraph 2, appropriate organisational and 
technical measures shall be implemented to 
avoid the collection and otherwise process-
ing of special categories of personal data.  
 
Where, despite the implementation of such 
measures, the controller identifies special 
categories of personal data in the datasets 
used for training, testing or validation or 
in the AI system or AI model, the control-
ler shall remove such data. If removal of 
those data requires disproportionate effort, 
the controller shall in any event effectively 
protect without undue delay such data from 
being used to produce outputs, from being 
disclosed or otherwise made available to 
third parties
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IV. The right to access 
data will be reduced for 
people

One of the key aspects of the GDPR and 
of data protection laws in general is that 
people should have access to their personal 
data collected by any given company or pub-
lic authority. The idea behind this right is 
to prevent abuse and rebalance inequality, 
as governments and companies that have 
too much personal information about a per-
son can become very powerful surveillance 
machines. The proposed changes to Article 
12, which regulates access to personal data, 
will make it more difficult for people to 
exercise this right. Even if access remains 
free of charge, it may create difficulties for 
data subjects in accessing their data. The 
new text, primarily inspired by the proposal 
from the German industry association,4 now 
dictates that if a data subject abuses their 
rights requesting their information for issues 
unrelated to the protection of personal data (for 
example, requesting their personal data for 
a civil lawsuit or to obtain information for 
a labour law related case against Amazon5) 
the entity that has your personal data (your 
employer or local authority) may deny them 
access to their personal data. In Liberties’ 
opinion, this is again a clash with Article 8 
of the Charter, which includes the right to 
rectification. If a data subject is not aware 

4	� German proposal for simplification of the GDPR, https://noyb.eu/sites/default/files/2025-11/German%20
Proposal%20for%20simplification%20of%20the%20GDPR.pdf 

5	� Under the GDPR, Amazon workers demand data transparency, https://uniglobalunion.org/news/gdpr_amazon/ 

of the personal data a company holds, they 
cannot rectify it. Even though data control-
lers should prove to those requesting access 
to their personal data that they are “abusing” 
their rights, this is likely to deter many from 
exercising their rights in practice.

https://noyb.eu/sites/default/files/2025-11/German%20Proposal%20for%20simplification%20of%20the%20GDPR.pdf
https://noyb.eu/sites/default/files/2025-11/German%20Proposal%20for%20simplification%20of%20the%20GDPR.pdf
https://uniglobalunion.org/news/gdpr_amazon/
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Current text New text with changes in bold and deletions 
in strikethrough

Article 12

Transparent information, communication 
and modalities for the exercise of the rights 
of the data subject

5. Information provided under Articles 13 and 
14 and any communication and any actions 
taken under Articles 15 to 22 and 34 shall be 
provided free of charge. Where requests from 
a data subject are manifestly unfounded or 
excessive, in particular because of their repet-
itive character, the controller may either:

a.	 charge a reasonable fee taking into account 
the administrative costs of providing the 
information or communication or taking 
the action requested; or

b.	 refuse to act on the request.

The controller shall bear the burden of 
demonstrating the manifestly unfounded or 
excessive character of the request.

Article 12

Transparent information, communication 
and modalities for the exercise of the rights 
of the data subject

5. Information provided under Articles 13 and 
14 and any communication and any actions 
taken under Articles 15 to 22 and 34 shall be 
provided free of charge. Where requests from 
a data subject are manifestly unfounded or 
excessive, in particular because of their repet-
itive character or also, for requests under 
Article 15 because the data subject abuses 
the rights conferred by this regulation for 
purposes other than the protection of their 
data, the controller may either:

a.	 charge a reasonable fee taking into account 
the administrative costs of providing the 
information or communication or taking 
the action requested; or

a.	 refuse to act on the request.

The controller shall bear the burden of 
demonstrating that the request is manifestly 
unfounded or that there are reasonable 
grounds to believe that it is excessive
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V. Automated Decision-
Making may become 
more common 

Another important aspect of the GDPR is 
automated decision-making (ADM). ADM 
has been the target of many controversies, 
including the infamous scandal in Dutch 
social welfare distribution and the problems 
caused by the discriminatory algorithm used 
in Poland’s unemployment scoring system, 
among others. The changes to Article 22 will 

allow ADM to be used more intensively, as 
we will see a reduction in the right to object 
to decisions made by machines on issues such 
as job applications (the increase in AI use in 
job applications is evident). In the current text, 
we can argue that ADM (at least in theory) 
could have been applied without using techni-
cal means (for example, by having a recruiter 
analyse a job application themselves). Now, 
regardless of whether humans review the deci-
sion, the new version would strip people of 
their right to object to ADM.

Current text New text with changes in bold and deletions 
in strikethrough

Article 22

Automated individual decision-making, 
including profiling

1.   The data subject shall have the right not to 
be subject to a decision based solely on auto-
mated processing, including profiling, which 
produces legal effects concerning him or her 
or similarly significantly affects him or her.

2.   Paragraph 1 shall not apply if the decision:

Article 22

Automated individual decision-making, 
including profiling

1. A decision which produces legal effects 
for a data subject or similarly significantly 
affects him or her may be based solely on 
automated processing, including profiling, 
only where that decision:

(a) is necessary for entering into, or perfor-
mance of, a contract between the data subject 
and a data controller regardless of whether 
the decision could be taken otherwise than 
by solely automated means;
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(a) is necessary for entering into, or perfor-
mance of, a contract between the data subject 
and a data controller;

(b) is authorised by Union or Member State 
law to which the controller is subject and 
which also lays down suitable measures to 
safeguard the data subject’s rights and free-
doms and legitimate interests; or

(c) is based on the data subject’s explicit consent.

(b) is authorised by Union or Member State 
law to which the controller is subject and 
which also lays down suitable measures to 
safeguard the data subject’s rights and free-
doms and legitimate interests; or

(c) is based on the data subject’s explicit consent.

VI. No consent needed for 
audience measurement 
or for security purposes

The new Article 88a touches on the possibil-
ities for devices such as Smart TVs, smart-
phones, tablets, and other connected devices to 
use personal data, such as TV viewing habits, 
web browsing history, and other related infor-
mation, to measure audience or for “security” 
purposes without requesting consent from 
people. One exception added that allows for 
the processing of personal data without asking 
for consent is audience measurement: There are 
good arguments for not having to provide con-
sent constantly when an online service is using 
data in an aggregated form: When the data 
collected by the website or application is aggre-
gated (for example, if the website does not col-
lect the information “Greg who lives in Berlin 
is accessing this website at this time” but rather 
“X number of people from Central Europe 

have accessed this website at some point in the 
afternoon”) the impact on fundamental rights 
is smaller. The limitations in the new text may 
be helping to delimit audience measurement 
for specific purposes in an aggregated form.

The other exception is for security purposes: if 
an application needs to check whether someone 
installed malware by mistake, it makes sense 
for Android to detect and remove it swiftly. 
However, this additional exception was not 
needed as there was already an exception for 
security integrated in legitimate interest. This 
existing security exception contains a balanc-
ing test (balancing the potential security threat 
vs. the amount of private information I need 
to access, for example). This balancing test is 
nowhere to be found in the new Article 88a, 
which makes the exception more arbitrary 
than the existing text and creates more legal 
uncertainty. Moreover, this exception can lead 
to “broad and massive searching of locally 
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stored data on smart phones, PCs and alike 
(towards a “remote search” of devices).6

On the other hand, we can see the potential of 
the changes suggested in Article 88b, which 
provide a new way for people to provide or reject 
consent to certain uses via automated means. 
This could be via a Do Not Track (DNT) sig-
nal in your browser or phone7 telling websites 
not to track you across devices, or via a general 

6	� See v.1 of noyb’s analysis of the GPDR: Digital Omnibus First Analysis of Select GDPR and ePrivacy Proposals 
by the Commission, available at https://noyb.eu/en/digital-omnibus-first-analysis-select-gdpr-and-eprivacy-pro-
posals-commission 

7	� https://www.eff.org/issues/do-not-track 

device setting. It remains to be seen how this 
can develop in practice. Still, this could be a 
positive step. How this will work in practice 
may differ depending on the guidelines the 
Commission or enforcement authorities issue 
for interpreting this new text, and whether 
the industry (web browsers, especially) cement 
their positions once more, or whether we 
can find standards that work across browsers 
and devices. 

Current text New text (two new articles added 
after Article 88)

Article 88a

Processing of personal data in the terminal 
equipment of natural persons

(1) Storing of personal data, or gaining of 
access to personal data already stored, in 
the terminal equipment of a natural per-
son is only allowed when that person has 
given his or her consent, in accordance with 
this Regulation.

https://noyb.eu/en/digital-omnibus-first-analysis-select-gdpr-and-eprivacy-proposals-commission
https://noyb.eu/en/digital-omnibus-first-analysis-select-gdpr-and-eprivacy-proposals-commission
https://www.eff.org/issues/do-not-track
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(2) Paragraph 1 does not preclude storing 
of personal data, or gaining of access to 
personal data already stored, in the termi-
nal equipment of a natural person, based 
on Union or Member State law within the 
meaning of, and subject to the conditions 
of Article 6, to safeguard the objectives 
referred to in Article 23(1).

(3) Storing of personal data, or gaining of 
access to personal data already stored, in 
the terminal equipment of a natural person 
without consent, and subsequent process-
ing, shall be lawful to the extent it is neces-
sary for any of the following:

(a) carrying out the transmission of an elec-
tronic communication over an electronic 
communications network;

(b) providing a service explicitly requested 
by the data subject;

(c) creating aggregated information about 
the usage of an online service to measure 
the audience of such a service, where it is 
carried out by the controller of that online 
service solely for its own use;

(d) maintaining or restoring the security 
of a service provided by the controller and 
requested by the data subject or the termi-
nal equipment used for the provision of 
such service.
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(4) Where storing of personal data, or gain-
ing of access to personal data already stored, 
in the terminal equipment of a natural 
person is based on consent, the following 
shall apply:

(a) the data subject shall be able to refuse 
requests for consent in an easy and intelli-
gible manner with a single-click button or 
equivalent means;

(b) if the data subject gives consent, the 
controller shall not make a new request for 
consent for the same purpose for the period 
during which the controller can lawfully 
rely on the consent of the data subject;

(c) if the data subject declines a request for 
consent, the controller shall not make a new 
request for consent for the same purpose for 
a period of at least six months.

This paragraph also applies to the sub-
sequent processing of personal data 
based on consent.

(5) This Article shall apply from [OP: please 
insert the date = 6 months following the 
date of entry into force of this Regulation]
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Article 88b

Automated and machine-readable indica-
tions of data subject’s choices with respect 
to processing of personal data in the termi-
nal equipment of natural persons

(1) Controllers shall ensure that their online 
interfaces allow data subjects to:

(a) Give consent through automated and 
machine-readable means, provided that 
the conditions for consent laid down in this 
Regulation are fulfilled;

(b) decline a request for consent and 
exercise the right to object pursuant to 
Article 21(2) through automated and 
machine-readable means.

(2) Controllers shall respect the choices 
made by data subjects in accordance with 
paragraph 1.

(3) Paragraphs 1 and 2 shall not apply to 
controllers that are media service providers 
when providing a media service.

(4) The Commission shall, in accordance 
with Article 10(1) of Regulation (EU) 
1025/2012, request one or more Euro-
pean standardisation organisations to 
draft standards for the interpretation of 
machine-readable indications of data sub-
jects’ Choices.
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Online interfaces of controllers which are 
in conformity with harmonised standards 
or parts thereof the references of which have 
been published in the Official Journal of the 
European Union shall be presumed to be in 
conformity with the requirements covered 
by those standards or parts thereof, set out 
in paragraph 1.

(5) Paragraphs 1 and 2 shall apply from 
[OP: please insert the date = 24 monthsfol-
lowing the date of entry into force of this 
Regulation].

(6) Providers of web browsers, which are not 
SMEs, shall provide the technical means to 
allow data subjects to give their consent and 
to refuse a request for consent and exercise 
the right to object pursuant to Article 21(2) 
through the automated and machine-reada-
ble means referred to in paragraph 1 of this 
Article, as applied pursuant to paragraphs 2 
to 5 of this Article.

(7) Paragraph 6 shall apply from [OP: please 
insert the date = 48 months following the 
date of entry into force of this Regulation].



THE PROPOSED DIGITAL OMNIBUS IS A THREAT  
TO FUNDAMENTAL RIGHTS  

AND A STEP BACK FOR DATA PROTECTION  

17

VII. Conclusion

Contrary to what was announced on behalf of 
the Commission, the changes to the GDPR 
via the Digital Omnibus are not targeted, will 
not significantly reduce bureaucracy, and will 
not bring legal certainty. On the contrary, the 
Digital Omnibus will increase the imbalance 
of power: companies and public authorities 
that collect personal data will reduce people’s 
rights to access their personal data and to 
refuse surveillance.

Liberties calls on EU legislators to reject this 
Digital Omnibus proposal. Lawmakers have 
the power to reject this draft and refuse to 
abandon their commitments to fundamental 
rights. The GDPR is the gold standard world-
wide, offering high-level protection for people 
against companies and governments.  Using 
the omnibus process to rewrite significant 
data protection safeguards, thereby eliminat-
ing court cases, would be a betrayal of Euro-
pean citizens. 
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Contact 

The Civil Liberties Union for Europe 

The Civil Liberties Union for Europe (Liberties) is a non-governmental organisation promoting the 
civil liberties of everyone in the European Union. We are headquartered in Berlin and have a presence 
in Brussels. Liberties is built on a network of 21 national civil liberties NGOs from across the EU.

c/o Publix, Hermannstraße 90 
12051 Berlin 
Germany 
info@liberties.eu 
www.liberties.eu
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